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P O L I T I C S  &  P O L I C Y

PROTECTING AGAINST PRIVACY BREACHES IN 

THE PUBLIC SECTOR 

O M A R  H A - R E D E Y E ,  F L E E T  S TR E E T  L A W  

rivacy law can be a nebulous concept, but in an era of big data and 
digitization, it’s one that is of crucial importance to the public sector. 
Organizations operating in the public sector have a special responsi-
bility, as they provide services to society that often necessitate col-
lecting, analyzing, and presenting findings based on the personal in-
formation of private citizens. 
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“The threat of class actions … means that public sector employ-

ees should be extraordinarily vigilant in ensuring that they do 

not inadvertently access or disclose private information. For the 

supervisors and managers in this setting, it means there should 

be a greater level of responsibility in ensuring this does not oc-

cur.” 

Of course, all of this access comes with an enormous amount of responsibility. Both fed-

eral and provincial governments have enacted a myriad of sometimes overlapping statutes 

to address privacy. Although these statutes might be tweaked occasionally, most public 

sector employees are familiar with their duties as they relate to legislation. What they may 

not be as aware of is the growing body of privacy torts found in common law, which has 

implications not only for public sector employees, but for the supervisors who manage 

them. These common law torts increase the financial risk to organizations, and should be 

addressed through greater system controls. 

I.  INTRUSION UPON SECLUSION

The first Canadian privacy tort was introduced in 2012. The case involved a bank teller 

who accessed the bank records of her ex-boyfriend more than 174 times over four years. 

Although no common law privacy tort existed at the time, the facts of the case were so 

shocking that the Ontario Court of Appeal created a new tort, or a basis for commencing a 

lawsuit, called “intrusion upon seclusion.”  

The court awarded $10,000 to the ex-boyfriend, noting that this action was motivated by 

personal interest, and the information was not used for any fraudulent or criminal pur-

poses. The types of private information that would be covered by this new tort included fi-

nancial or health records, sexual practices or orientation, employment-related infor-

mation, or a private diary or correspondence. All of these types of information could po-

tentially be found in the hands of public sector employees. 

The relatively small amount awarded in this case by itself would not necessarily create an 

enormous financial risk. However, we’ve seen in the years since that where the records of 

several individuals have been inappropriately accessed, class actions have been launched. 

In cases where an individual has unlawfully conducted widespread access of numerous 

records, lawsuits have the potential to surpass the million-dollar mark. 

Worth noting is that not all jurisdictions across Canada have adopted this privacy tort. 

Alt-hough it has found some acceptance in Nova Scotian courts, British Columbian courts 

have noted that their respective privacy legislation already protects against these interests, 

and have therefore not adopted it. 
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II.  PUBLIC DISCLOSURE OF PRIVATE FACTS 

The next significant privacy tort came in 2016, where an ex-boyfriend uploaded an inti-

mate video of his former partner to the Internet. The effect on the woman was devastating, 

and the judge likened the impact to someone who was sexually assaulted. This tort was 

dubbed “public disclosure of private facts,” and the judge awarded $50,000 plus an addi-

tional $50,000 in aggravated and punitive damages because of the ex-boyfriend’s lack of 

remorse. 

III.  PUBLICITY GIVEN TO PRIVATE LIFE 

Although the above case stalled because the ex-boyfriend, who had not bothered to defend 

the action, emerged after the decision to challenge it, the tort still has significance for pub-

lic sector employees. A 2015 Federal Court decision certified a class action against the 

Government of Canada for notices sent in the mail to 40,000 participants of the Mari-

huana Medical Access Program (MMAP). The problem was that the envelopes indicated 

that they related to the MMAP on the outside, meaning that anyone handling or receiving 

them would have inappropriately obtained personal health information of the recipient.  

The Federal Court called this tort “publicity given to private life,” but the effect on public 

sector employees is the same. A Manitoba court in 2015 also indicated that family mem-

bers may also potentially be able to claim harm due to the breach of privacy of their rela-

tive, especially where there is medical or health information involved. The novelty of this 

tort, and its use in several different ways, means that this area of law will continue to 

evolve in years to come. 

The threat of class actions in this context means that public sector employees should be 

extraordinarily vigilant in ensuring that they do not inadvertently access or disclose pri-

vate information. For supervisors and managers in this setting, it means there should be a 

greater level of responsibility in ensuring this does not occur. 

Although the bank in the 2012 privacy law case was not found financially responsible be-

cause these were the actions of a rogue employee, it’s quite likely that a court in the near 

future would find the same inattentiveness sufficient to find vicarious liability against the 

employer as well. The class action over the MMAP was made directly against the govern-

ment, meaning that the individual employees responsible for the envelopes were not even 

named as parties. 

IV. PRIVACY IN THE PUBLIC SECTOR

In 2018, there are a wide array of tools that employers can use to ensure that their employ-

ees are not mishandling private information. Computer servers can be automated to flag 

unusual or irregular behaviour, such as accessing of files that do not relate to a person’s 

job description or their role in the organization. These flags can then be followed up by a 

supervisor more intimately informed about the employee’s role.  

Other tools can include keystroke software, Internet or app usage, tracking emails (espe-

cially private accounts), computer screen recording, monitoring phone use, video or audio 

surveillance, GPS tracking of vehicles, and location tracking by access badge. These 
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measures can potentially be considered heavy handed by an employer, and should not be 

used uniformly for all public sector employees.  

Where monitoring tools are used, there should be a clear justification for doing so, includ-

ing the extent of the risk of privacy interests involved. Employees should be made aware in 

writing of the measures being employed and offer training on how to follow established 

policies and procedures. Public sector employees, like all employees, also have their own 

privacy rights. These rights can be seen as defended in cases where employers have been 

sued for invasion of privacy using these common law torts. 

Of particular interest to public sector employers could be their employees’ social media ac-

tivity. Although complete bans of all social media are unlikely to be complied with, and 

would therefore erode the cooperative relationship between public sector employees and 

their supervisors, there can be policies and procedures in place about appropriate use of 

social media. Employees can be made aware of the heightened responsibility involved with 

dealing with the private information belonging to the public, and the necessity in safe-

guarding this information from friends and colleagues online. 

Social media activity that occurs after hours or off of the premises can also create risks for 

employers. Just because a public sector employee is not at work does not necessarily mean 

that their activities have no bearing on their job. Employees should still behave in a re-

sponsible manner that does not affect their employer’s legitimate business interests, espe-

cially where those interests involve safeguarding private information. 

Finally, it is important for public sector employers to be consistent in the application of all 

policies that are intended to protect private information. Employees who violate these pol-

icies should be disciplined appropriately, including termination with cause where justified 

through the significance and quantity of a privacy breach. These measures are important 

to impart to all public sector employees the necessity of collectively protecting private in-

formation, and the consequences for failing to do so. 

Ultimately, the responsibility of protecting the private information of citizens will become 

a central role of public sector employees who are operating in the digital era. This will not 

only require technological competence in ensuring this occurs, but also cooperation within 

an organization and with supervisors to ensure that proper policies and procedures are fol-

lowed. 

OMAR HA-REDEYE is a lawyer in Toronto who practices primarily in the areas of employment law, 
health law, and privacy law. 
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